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CYBERSECURITY
MADE SIMPLE
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SOPHOS

Cybersecurity evolved.
Protection. Visibility. Expertise.

Traditional security can't keep up with the constantly changing threat landscape. Sophos
solutions deliver the world's best protection, innovating new solutions to continuously
improve your cybersecurity. Click on the icons below to view information.

Endpoint Protection

8

Sophos Central Sophos Mobile Central Device
Intercept X Advanced Secure Unified Endpoint Encryption
Stop unknown threats, block exploits, Management (UEM) solution. Full disk encryption:
block ransomware, deny hackers. the first line of defence.

Network Protection

A &

Sophos XG Firewall SGUTM
XG Firewall makes it easy to extend your Proven protection for your network —
secure network to employees anywhere. simpler, faster, better.

- E
Secure Web Gateway Sophos Wireless
Advanced web protection Easy to deploy and manage, so your wireless
made simple. networks are up and running in no time.
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SOPHOS

Cybersecurity evolved.

Click on the icons below to view information.

Cloud Protection Server Protection Central Management

Sophos Cloud Optix Intercept X for Server Sophos Central
Optimise cloud costs and Secure your cloud, on-premises, or The unified console for managing
improve security. hybrid server environments. your Sophos products.

Email Protection

Sophos Email Phish Threat
Defeating today's threats with Phishing attack simulation and
an eye on tomorrow. training for your end users.
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Malware, Ransomware, Exploits, Viruses.

Intercept X is the industry’s most comprehensive endpoint protection built to stop the widest range of threats.

Intercept X Advanced combines the capabilities of Intercept X and Central Endpoint into a single solution and single agent.

Endpoint Detection and
Response (EDR)
Take threat hunting and IT
security operations to the
next level with powerful
querying and remote
response capabilities.

Exploit Prevention

Deny attackers by blocking
the exploits and techniques
used to distribute malware,
steal credentials and escape

detection.

SOPHOS

&

0000000
Anti-Ransomware

Ransomware file protection
automatic file recovery and
behavioural analysis to stop
ransomware and boot
record attacks.

Managed Threat Response

Elite team of threat hunters
and response experts who take
targeted actions on your behalf

to neutralise even the most

sophisticated threats.

010101
1010101

Deep Learning Technology

Artificial intelligence built into
Intercept X that detects both
known and unknown malware

without relying on signatures.

Active Adversary
Mitigations
Active adversary mitigation
prevents persistence on
machines, credential theft
protection and malicious

traffic detection.
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Secure Unified Endpoint Management (UEM) solution and Mobile Threat Defense (MTD).

Sophos Mobile is a Unified Endpoint Management (UEM) and Mobile Threat Defense (MTD) solution that helps businesses spend

less time and effort to manage and secure traditional and mobile endpoints. The only UEM solution that integrates natively with

a leading next-gen endpoint security platform, Sophos Mobile and secures iOS, Android, Chrome OS,Windows 10 and macOS

devices.

Sophos Mobile means Enterprise Mobility Management

Devices

iOS, Android, Windows 10,
macOS

Configuration and policies
Inventory and asset management
Detailed reporting

Content

Email and document container
Publish content
Container-only management
Native OS containerisation

SOPHOS

Apps

Install, remove, and view apps
Enterprise app store

App control, whitelist/blacklist
Manage and configure Office
365 apps

Security

* Compliance rules and
remediation

¢ Malware, ransomware, PUAs

* Anti-phishing

* Web protection, web filtering
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Full disk encryption: the first line of defence.

Sophos Central Device Encryption is cloud-based, easy to set up and manage Full Disk Encryption, all integrated into Sophos

Central. Leverage Windows BitLocker and macOS FileVault to secure devices and data in minutes with Sophos Central

Device Encryption.

@

Disk Encryption

Protect devices and data
with full disk encryption
for Windows and macOS§,
managed alongside our entire
cybersecurity portfolio in
Sophos Central.

®

Self-service Portal

Reduce calls to the IT helpdesk.
The self-service portal lets
users regain access to their

devices so they’re backed up and
running faster - and IT has one
less ticket to deal with.

SOPHOS

Intuitive

Easy to setup, easy to manage.
There’s no server to deploy and
no need to configure back-
end key servers. Start securing
devices in minutes.

=

Secure File Share

Confidentially share sensitive
files. A password protected
HTML wrapper ensures only
recipients with the correct
password can access a
document.

Compliance

With the increase in remote
working, it is more important
than ever to secure devices and
data. Verify device encryption
status and demonstrate
compliance.

Visibility
Give admins visibility of
devices across their estate.
Simply ensure machines have
been encrypted, or drill down
into details about disks and
encryption methods.
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SOPHOS XG FIREWALL
Network Protection

XG Firewall makes it easy to extend your secure network to employees anywhere.

Sophos XG Firewall provides comprehensive next-generation firewall protection that exposes hidden risks, blocks unknown
threats, and automatically responds to incidents. XG Firewall is part of the world's best cybersecurity ecosystem, integrating in

real time with Sophos Central and Intercept X.

School Protection

Enterprise Protection All-in-One Protection

Visibility, protection Consolidate, simplify Affordable, simple

and response. and save. compliance and control.

Public and Private Cloud

SD Wan & Branch

Retail, branch office, ICS
and SD Wan.

Endpoint Integration

Protection for AWS,
Azure, Nutarix and Hybrid
networks.

Synchronises security and

automated response.

SOPHOS
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SGUTM
Network Protection

Proven protection for your network — simpler, faster, better.

Sophos UTM drives threat prevention to unmatched levels. Sophos UTM provides the ultimate network security package

with everything you need in a single modular appliance. It simplifies your IT security without the complexity of multiple

point solutions.

Deep Learning Protection

Sophos UTM drives threat

prevention to unmatched levels.

Logging & Reporting

Our built-in reporting means
yoUu'll know exactly what’s
happening with your users.

SOPHOS

Lightning Speed
We’ve engineered Sophos

UTM to deliver outstanding
performance.

Flexible Deployment

Sophos UTM is unmatched
in its deployment flexibility:
choose from hardware,
software, virtual or cloud with
simple options.

\

S

All-in-One Protection

We offer the latest next-gen
firewall protection you need
plus features you can’t get
anywhere else.

Awards & Reviews

As a Gartner Magic Quadrant

Leader for UTM, Mobile Data

Protection and Endpoint, we're

at the forefront of the security
industry.
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SECURE WEB GATEWAY @
Network Protection

Advanced Web Protection Made Simple.

Sophos Web Gateway provides security, visibility, and control for all your desktop PCs, Macs, Chromebooks, and mobile devices,

regardless of how or where they access the web. Sophos Web Protection provides enhanced protection against web threats.

&

Advanced Protection Easy Ownership Protection Everywhere

Get the most advanced We’ve made web protection For every user, on every device,
protection from ransomware simple, from deployment, to everywhere they go.
and targeted threats. daily management, and even
support.

L7 i

Lightning Performance Instant Visibility Granular Controls

Transparent protection that Get instant visibility into All the policy control you need
won’t slow your users down. activity on your network with to keep your users productive
rich reporting and intelligent and compliant online.
dashboards.

SOPHOS
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SOPHOS WIRELESS
Network Protection

Easy to deploy and manage, so your wireless networks are up and running in no time.

Sophos Wireless combines the power of the Sophos Central platform and our unique Security Heartbeat™ functionality.

It monitors and acts upon the health status of connected endpoint and mobile clients to reduce the risk to your trusted
Wi-Fi networks.

Synchronised Connectivity Threat Discovery Modular Management

System
Automatically control access

for managed clients based upon
their health status.

Threats on and to your Wi-Fi
networks are instantly classified -
for example, as rogue APs, spoofing

attempts or unknown devices.

Manage wireless on it’s own or
along all your Sophos Central-
managed security solutions.

SOPHOS
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SOPHOS CLOUD OPTIX

Cloud Protection

Optimise cloud costs and improve security.

Optix delivers the continuous analysis and visibility organisations need to detect, respond, and prevent security and compliance

gaps while finding ways to optimise cloud spend.The Sophos Cloud Security Posture Management tool provides a single view of

security posture across AWS, Azure, Google Cloud, Kubernetes and infrastructure-as-code environments.

Multi-cloud Visibility

View inventories and
visualisations for AWS, Azure,
Google Cloud, and Kubernetes.
Continually analyse for security
risks, over-privileged access and
spend anomalies.

Stay Compliant

Automate compliance
assessments, save weeks of effort
mapping Control IDs from
overarching compliance tools
to Cloud Optix, and produce
audi-ready reports instantly.

Fix Security Gaps Fast

Get automatic identification
and risk-profiling of security
and compliance risks, with
contextual alerts grouping
affected resources, detailed
remediation steps, and
guided response.

Smarter DevSecOps

Seamlessly integrate security and
compliance checks at any stage
of the development pipeline to

detect misconfigurations and
embedded secrets, passwords
and keys.

Optimise Cloud Costs

Track cloud services side by
side on a single screen improved
visibility, receive independent
recommendations to reduce
spend and identify indicators
of compromise.

Integrate Seamlessly

Access cloud Optix features
programmatically via a REST API
and integrate seamlessly with
third-party services such as SIEM
and DevOps tools to streamline
security operations.

SOPHOS

|
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Server Protection

INTERCEPT X FOR SERVER

Secure your cloud, on-premises, or hybrid server environments.

Sophos Intercept X for Server employs a comprehensive defense-in-depth approach to server protection, rather than simply

relying on one primary security technique. Intercept X Advanced for Server prevents attacks from reaching the server, detects

attacks before they run, and cleans up damage in case of a breach.

All-In-One Server Automated Server Threat
Protection Detection & Response
Combining server-specific Get unparalleled visibility of

features to create a your servers whether they are;

comprehensive, cloud, on premises or virtual.

defence-in-depth solution.

Straightforward Licensing
& Deployment
Designed from the ground
up to be easy to understand
and use.

SOPHOS

Synchronised Security Take Control of your
Servers

Share data between your
You can control exactly what

Sophos servers and firewalls,

. : can and can’t run, so your
making your protection faster SOy

and smarter. server configurations stay safe

and secure.
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Firewall Wireless Email

D 0 @

Encryption Mobile Server Endpoint

Sophos
Central

SOPHOS CENTRAL
Central Management

The unified console for managing your Sophos products.

Sophos Central helps you manage security policies and administer multiple products from a single web interface. No
management servers to deploy or install, your endpoints, servers, appliances, and devices will check in directly with Sophos

Central to receive new settings, send alerts, and share contextual security intelligence.

Manage all your Products Intuitive Dashboard

From a single interface. Respond to alerts, track
licenses and track upcoming
renewal dates.

\&

Synchronised Security Not Just for Admins

The defences ensures your The Partner Dashboard
endpoint protection and firewall and the Self-Service Portal
are talking to each other. allow the partners as well as
users to login and customise
their profiles.

SOPHOS

|
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SOPHOS EMAIL
Email Protection

Today’s email threats move fast, and growing businesses need predictive email security —
defeating today’s threats with an eye on tomorrow.

Sophos Email is a cloud-based secure email gateway solution for Sophos Central. Built to integrate seamlessly with popular email

platforms, Sophos Email is engineered to keep businesses safe from email threats, simply stopping spam, phishing, malware, and

data loss.

Block Phishing Imposters

We've made it simple to block
phishing imposters and protect
employees from attacks.

Connected Email Security

Takes Sophos Email beyond the
benefit of unified management.

SOPHOS

Protection from Spam

Ensure your Sophos Email
gateway won’t miss any of
the thousands of new threats
discovered every hour.

Prevent Data Loss

Provides advanced data breach
prevention with policy-based
email encryption.

Respond to Cyber
Threats Faster

Integrated into Sophos Central,
lets you build and manage
multiple lines of defence.

Email Encryption

Secure sensitive data and make
compliance easy. Alternatively
give users the option to encrypt
emails themselves with our
0365 add-in.

|
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PHISH THREAT
Email Protection

Phishing attack simulation and training for your end users.

Phish Threat lets you test your users’ response to phishing campaigns. Sophos Phish Threat allows you to simulate phishing

attacks and assess how your users respond to them. It also allows you to distribute anti-phishing training to your users.

s

Reduce your Largest
Attack Surface

A solid security awareness
program is an integral part of
any defence-in-depth strategy.

:

Comprehensive Reporting

Understand your organisation’s
security health and demonstrate
real return on investment.

SOPHOS

Q

The Freshest Phishing
Campaigns
End users are the largest, most

vulnerable target in most
organisations.

A

Report Phishing from
Outlook and O365

Turn all employees into an
active line of defence against
email phishing attacks.

Q>
v
®@
Effective Security Training

More than 30 security
awareness training modules.

]

Intelligent Cybersecurity
Awareness Training

Identify users who have been
warned or blocked from visiting
a website due to its risk profile.
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